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As the Russian attack on Ukraine continues, more intelligence is emerging on the nature 
of correlated cyber threats facing organisations in Ukraine itself, neighbouring European 
countries, and the rest of the world. Until more is known, organisations should focus  
on cybersecurity best practice and building universal cyber resilience. Drastic 
cybersecurity strategies are not recommended at this time. 

This briefing document summarises some of the intelligence gathered to date and provides 

universal recommendations for increasing your cybersecurity posture while a clearer picture  

of the threat landscape develops. 

What we’ve seen so far… 

At the time of writing, no cyberattacks have been launched on the UK, US, or 
European countries (exc. Ukraine) as a direct result of the sanctions and other 
measures imposed on Russia. Organisations within these regions are advised to 
keep a close eye on events as they unfold, seek advice from vendors and partners 
when needed, and respond accordingly. 

The following observations provide a high level overview of what we have observed and 
discussed with other existing customers. 
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Malware 
Malware (including ransomware) is one of the malicious techniques being used by the Russian 

government. In one instance, a state-backed hacking group known as “Sandworm” has 
released malware (Cyclops Blink), effective against firewall devices manufactured by US-

provider WatchGuard. Some theories may be drawn from this: 

• Some of the products targeted to cause disruption in Ukraine may not be of 
Ukranian origin. 

• Exploits will be made widely available on the dark web, leading to large-scale, 
opportunistic attacks worldwide.  (The NCSC has already described the malware’s 
use as “indiscriminate and widespread”.) 

• Malware variants will emerge with altered attack vector/code (but a similar end 
goal). 

Cyclops Blink is just one of many malware strains identified. At the time of writing, others include: 

HermeticWiper, WhisperGate, IsaacWiper, and FoxBlade. 

DDoS attacks 
Large-scale denial-of-service (DDoS) attacks being used to bring down banks and 
government applications in Ukraine are being readily reported and confirmed by the UK 
government. Long-term DDoS attacks have the potential to cause more widespread disruption  

to organisations that haven’t been targeted specifically.  

Supply chains 
While most organisations will not be targeted specifically in an escalation, there may be overspill 

across supply chains from targeted activities. As such, risk management that focuses on open-

source development, plugins, and third-party access will be valuable to all. Organisations facing a 

higher risk of attack include those operating in industries such as critical national infrastructure 

(CNI), government, politics, and financial services.   

Further to this summary, the following page includes defensive recommendations that all 
organisations can take at this time, irrespective of how the situation evolves. 
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Prevention 
Security awareness training 
Given the heightened cyber threat level, as well as the impact of the situation on people’s 

mental wellbeing, training and regular briefings will be an effective way to keep employees calm, 

vigilant towards potentially malicious activity, and equipped to report it as per company policy. 

Access controls 
In addition to, and as part of the training above, ensure user passwords are of a suitable length 
and complexity. Ensure MFA is active and enforced wherever possible. Remove inactive and 

nonessential accounts and configure accounts around the principle of least privilege (PoLP). 

Patching  

Apply security patches to remediate unpatched systems that could expose your business to new 

threats. If you have a maintenance window and apply patches on a schedule, it may be advisable 

to increase the frequency with which you apply patches and update critical systems during this 

time. If patching isn’t possible, in the case of legacy applications, for example, prevention and 

detection controls should be introduced to provide extra safeguards. 

Firewall reviews  
Conduct firewall reviews to ensure your rule base is not leaving you exposed and that your 

security features are enabled. Set the IPS or blocking capability from to “block” in all instances 

(not “notify”). Ensure your firewalls are optimised and extended security features are enabled and 

active.   

Antivirus  
Ensure your Antivirus (AV) is up-to-date on all endpoints and that all security features are 

enabled. Review any whitelisting rules or exclusions you may have added to ensure they’re still 

required. Check to see how well your AV solution works against specific ransomware strains and 

consider other options if coverage isn’t adequate  
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Phishing protection   

Ensure any email gateway filters are enabled and actively removing threats, if 50% of threats can 

be removed before it hits the inbox of your users you have a much better chance of evading 

compromise (subject to your users being trained on how to spot unfriendly emails).   

Third-party access  
Review third-party access levels across your data, network, and systems to ensure you 

understand what level of access they have, how it’s being used, and that it’s being monitored for 

variations. Amend these access levels are required. Remove any legacy third-party accounts.  

Backups  

Ensure backups of critical systems are taking place and that you have all backups saved. Test 

your backup procedure to verify its effectiveness and duration. Create offline backup storage that 

can be used to restore from in the event of system loss, data or configuration. Securely back up 

all credentials, such as private keys or access tokens   

Detection  
Logging and Monitoring  
Understand your logging procedures, including what logs are being collected, at what frequency, 

where they are being stored, and for how long. Logs are essential detecting a compromise, and 

then containing and eradicating the attacker. More logs can lead to a quicker and more accurate 

assessment of malicious behaviour. 

Response  
Incident Response (IR) plan  

Ensure your organisation has an incident response plan and playbooks that are up to date. These 

should indicate the critical people, processes, and technology to contact/use in a compromise 

scenario. If your organisation doesn’t currently have an IR vendor, this is a good time to 

understand your requirements and the availability of a suitable vendor.  
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While the previous pages don’t provide an exhaustive list of controls, those recommended 
are applicable to any organisation and something that would be classed as reasonable 
checks to make and assess if the current configuration is still considered best practice or 
is providing you the best benefit. We advise all of our UK customers to stay up to date 
with recommendations provided by the NCSC.  

A message to customers using our 
managed services  
We want to reassure any managed services customers that we are working closely with our 

technology partners to understand how we may be affected. We are also already taking proactive 

steps, such as adding up-to-date indicators of compromise (IOCs) from known advanced 

persistent threats (APTs) of Russian origin to our threat intelligence platform, including:  

• Red Apollo  

• Numbered Panda  

• Evil Corp  

• Shuckworm  

• SandWorm  

• ATP28  

• ATP29  

• Berserk Bear  

 

All our technical teams are working together to actively monitor the situation and we are 
operating at a higher state of readiness, not only in our cybersecurity unit but across the 
Claranet Group.   

If you have any questions or concerns, please contact us via email or phone. We are ready 
to help. 

 


