
Claranet cloud  
market report 2012
Adoption trends in cloud computing

Claranet white paper     Claranet research programme 2013

For more information:
claranet.co.uk - twitter.com/claranet

To book an appointment or to discuss our cloud services:
Call us: 0845 355 2000 - Email: business@claranet.co.uk



Executive summary 

This intelligence paper reports on the findings from Claranet’s research into cloud adoption in 
the UK. Conducted in November 2012, this is the second annual survey of cloud infrastructure 
adoption, following the Claranet Cloud Market Report 2011.

As with the previous report, the research engaged senior IT decision-makers across a range of 
small and medium-sized businesses, enterprises and public sector organisations to gauge their 
knowledge and attitudes towards cloud services, the rate of adoption within their organisations, 
and the IT functions that they have committed to the cloud.

The key trend identified in the 2012 research is that public trust in the security of cloud computing 
is substantially greater than it was at the end of 2011. While in 2011 most respondents (54 per 
cent) said that cloud computing posed a greater security risk than in-house infrastructure, a year 
later the same proportion said that cloud was either as secure as, or more secure than, on-
premises IT.

While legitimate concerns still exist about cloud services (detailed later in the report), these 
statistics suggest that the industry has achieved some success in its efforts to reassure end-users 
that cloud services can be a secure and reliable model for IT delivery.

These findings are given further credence by the growth in the number of respondents using 
public or public-private hybrid cloud services. The proportion of end-users who currently use some 
form of public cloud infrastructure is 25 per cent, while more than a fifth (21 per cent) use hybrid 
cloud. These proportions are higher by 10 and 8 per cent respectively when compared to the 
2011 figures, indicating a significant trend among end-users in placing greater trust in using public 
cloud for at least some aspects of their IT. In 2012, just under half (46 per cent) of respondents 
said they used private cloud infrastructure.

Overall, the research indicates that cloud adoption is on the rise, with 62 per cent of respondents 
reporting that they currently use cloud infrastructure in some form, whether public, private or 
hybrid. This shows an increase of seven per cent over the last 12 months, since the last report 
(Claranet Cloud Market Report 2011). Recent research by organisations such as the Cloud 
Industry Forum indicates a similar rate of growth in cloud adoption.

At the same time, end-users continue to have concerns about security, with worries over third 
party access and data location featuring as key barriers to adoption. It is difficult to directly 
compare the 2012 findings about concerns over security with the 2011 research, as this 
year’s survey explored these challenges in greater depth. Nevertheless, the results show that a 
significant proportion of end-users are concerned about aspects of data sovereignty and location, 
access, confidentiality, security breaches and control. These all remain genuine concerns among 
a large proportion of the end-user market; and unless the industry makes further progress on 
reassuring users about security, this threatens to impede further steady advances in adoption.

Industry analysts Gartner announced this year that the excitement and enthusiasm of the cloud 
revolution had given way to a period that they termed “the trough of disillusionment”. Claranet’s 
research does not bear this out. By contrast, it indicates that 2012 was another strong year for 
cloud computing; and that despite legitimate concerns about security which providers need to 
address, 2013 could see an equal or faster rate of adoption.
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Methodology and sampling 

In November 2012, Vanson Bourne conducted research on behalf of Claranet to determine 
cloud adoption trends and understanding amongst end-users in the UK.

The research polled 250 senior IT and business decision-makers in small to medium-sized 
businesses (SMBs), enterprises and public sector organisations.

Of the 250 respondents, 22 per cent came from the financial services sector; 12 per cent  
from the media, leisure and entertainment sector; 22 per cent from retail, distribution and 
transport firms; 24 per cent from public sector organisations; and 20 per cent from other 
commercial sectors.

In terms of organisational size, 14 per cent of respondents came from organisations with 
between two and 100 employees; 19 per cent with 101-250 employees; 14 per cent with  
251-500 staff; 15 per cent with 501-1,000; 19 per cent with 1,001-3,000 employees; and a 
further 19 per cent with more than 3,000 people working at the organisation.

How many employees work in your organisation?

●	 	2 - 100 employees

●	 	101 - 250 employees

●	 	251 - 500 employees

●	 	501 - 1,000 employees

●	 	1,001 - 3,000 employees

●	 	More than 3,000 employees

14%

19%

19%

14%

15%

19%

This white paper summarises the results of this research. It examines the adoption rates for 
different types of cloud services; the barriers to and concerns about adoption; and the types of 
IT functions that respondents indicate are suitable for placing in different cloud infrastructures.  

Page 3

Claranet white paper     Claranet research programme 2013



1. UK cloud adoption 

Key findings:

● The majority of respondents are using some form of cloud service.

● Majority say cloud is as safe, or safer than on-premises IT.

●  A quarter of respondents are using some form of public cloud hosting, and nearly  
one in three using hybrid cloud.

Claranet’s research confirms that almost two thirds (62 per cent) of organisations are currently 
using some form of cloud service. Recent research conducted by the Cloud Industry Forum 
gives a similar figure. This compares with a figure of 55 per cent in the 2011 research, 
indicating a steady rise in cloud adoption over the course of the last year.

The key finding however, is that a majority of respondents believe that cloud is as secure or 
more secure than using on-premises infrastructure. Just under half (44 per cent) said that they 
saw a similar risk between the two options, while 10 per cent said that using cloud services 
was less of a risk than in-house infrastructure. This contrasts with the 2011 results, where a 
majority (54 per cent) said that cloud was less secure than in-house hosting, with only  
34 per cent saying it was a similar risk.

Does cloud computing pose a greater security risk than on-premises IT?

●	 	Cloud computing poses a greater security risk than 
on-premises only solutions

●	 	Cloud computing poses a similar level of security 
risk to on-premises only solutions

●	 	Cloud computing poses a lesser security risk than 
on-premises only solutions

46%

44%

10%

This trend is noteworthy because concerns over the security of cloud services, and related 
data protection issues, have traditionally been perceived as the main barriers to cloud adoption. 
This is not to say that the issues of security and data protection have been fully resolved, and 
later figures will show this not to be the case. It does, however, give a clear indication that the 
industry has made genuine progress on this issue. If the trend towards greater trust in adopting 
cloud services continues over subsequent years, then 2012 will be seen as a pivotal year in the 
perception of cloud computing as a reliable method of IT provision. 

The theme of placing greater trust in cloud technology continues in the findings on public 
and hybrid cloud adoption. A quarter of all respondents are using public cloud to deliver their 
IT infrastructure, with a large proportion using it in conjunction with on-premises technology. 
Meanwhile, almost one in three (29 per cent) of all respondents said that they operate a public-
private hybrid model.

This represents a significant shift in approach when compared to the results in the 2011 
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survey, which found that only 15 per cent of end-users had a public cloud element to their IT 
infrastructure, while less than a fifth (21 per cent) employed public-private hybrid infrastructure.

What type of overall IT infrastructure have you adopted in your organisation?

●	 	Traditional on-premises solution

●	 	On-premises/private cloud mix

●	 	On-premises/private/public cloud mix

●	 	On-premises/public cloud mix

●	 	Private/public cloud mix

●	 	Private cloud only

●	 	Public cloud only

38%

1%

16%

28%

1%2%

14%

In the 2011 survey, a high proportion of organisations were using only private cloud or on-
premises IT. This tallies with the greater concerns expressed in that research over the inherent 
security of cloud services. 

The traditional advantage of private cloud for businesses is that it addresses many of the 
perceived concerns about security issues in the public cloud, because IT is managed and 
implemented within an organisation’s own corporate firewall. 

That the 2012 survey shows a marked increase in trust over the cloud, and a significant rise in 
the proportion of organisations using public or hybrid cloud services, strongly suggests a causal 
link. Certainly 2012 has seen cloud services providers communicating more effectively on data 
security, and making efforts to build services with security and data protection as a key priority; 
for example, through the exclusive use of in-country data centres.
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2. IT functionality in the cloud 

Key findings:

●  Online marketing/advertising services, e-commerce and web apps are the most popular  
IT functions to migrate to public cloud services.

●  Web portals, email and web apps will be the main functions to move into the cloud in the  
next 18 months.

●  Increased confidence in public cloud is not translating to mass migration. 

Of the potential IT functions that could be moved into the public cloud, the most popular are 
advertising and online marketing services (25 per cent of respondents placed this function within 
the public cloud); e-commerce applications (22 per cent); and web applications (19 per cent). 

The survey identified 15 IT functions for consideration (from infrastructure to service management 
to workflow systems) and of these, respondents indicated that there was no single function that 
was universally deemed unsuitable for placing in the public cloud. For each IT function identified, 
at least six per cent of respondents said that they had moved that function into the public cloud.

The results are similar for private cloud services. Once again, e-commerce applications and web 
apps are the most popular functions migrated at 28 and 27 per cent respectively, while web 
portals are a close third at 26 per cent.

The most popular functions to keep in-house are IT infrastructure (88 per cent), IT operations 
management (86 per cent), and office automation (85 per cent).

On what infrastructure do you place the following functions/apps? 
(Combination grid showing totals)

In-house

88%

86%

85%

84%

82%

81%

78%

78%

71%

71%

66%

58%

56%

54%

50%

Public cloud

6%

6%

6%

7%

9%

6%

6%

10%

9%

10%

15%

15%

25%

19%

22%

 
Private cloud

6%

9%

9%

9%

9%

14%

15%

12%

20%

19%

19%

26%

19%

27%

28%

All respondents 

IT infrastructure

IT operations management

Office automation

Workflow systems

IT asset management services

Accounting and finance applications

Data storage

Service management/help desk services

Data back-up/disaster recovery

Email

Collaboration applications

Web portal

Advertising and online marketing services

Web applications

E-commerce web applications

TOTAL
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These statistics contradict the traditional narrative of placing non-core, low-security IT 
functions in the public cloud, while keeping business-critical, data-sensitive IT in private  
cloud or in-house. For example, e-commerce applications are critical for the retail sector  
and their day-to-day business operations; yet the 2012 survey indicates that retail and  
media/leisure are the sectors most likely to place their e-commerce functions into the public 
cloud, when one might expect them to keep these in-house due to concerns over security  
and availability.

On what infrastructure do you place the following functions/apps? 
E-commerce web applications

●	 	In-house

●	 Public cloud

●	 	Private cloud

50%

22%

28%

With the shift towards greater trust in cloud computing in general, and towards adopting 
public and hybrid cloud models in particular, it seems that issues of security and availability 
are not preventing end-users from moving their business-critical IT functions into the cloud. 
It may also be that considerations peculiar to each organisation’s business needs, and their 
preceptions about cloud, are affecting which functions they choose to place in-house and 
which in the cloud. 

The realities of cloud adoption mean that businesses need help in making the move to  
cloud. Service providers need to be aware of their customers’ specific requirements, and  
to help them manage the process of migration – including which functions they feel 
comfortable placing into the cloud, how these are migrated, and how they will ensure security 
and availability.  

It is interesting to compare the functions that 2012 respondents say they have placed in 
the cloud, with the results of the 2011 survey – which asked them which functions they felt 
confident placing in the cloud.
 



Which of the following functions/applications do/would you feel 
confident in placing in the cloud?
(Claranet Cloud Market Report 2011)

All respondents 

Email

Web portal

Web applications

Advertising and online marketing services

Data back-up/disaster recovery

E-commerce web applications

Collaboration applications

IT asset management services

Service management/help desk services

Data storage

IT operations management

Office automation

Workflow systems

IT infrastructure

Accounting and finance applications

Niche vertical applications (please specify)

Other (please specify)

Total

58%

55%

54%

52%

47%

44%

43%

41%

37%

37%

32%

29%

25%

21%

13%

1%

2%

The 2011 research found that 58 per cent of respondents said they were confident placing email 
in the cloud, yet only 29 per cent of this year’s respondents have done so. Another key function is 
back-up/disaster recovery. While in the 2011 survey almost half (47 per cent) said they would be 
happy to place this function in the cloud, in 2012 less than a third have done so (20 per cent to 
private cloud; nine per cent to public cloud).

There are, of course, reasons other than trust to dissuade organisations from moving their  
IT into the cloud – not least return on investment (see Claranet white paper on ‘The ROI in  
adopting cloud’, available separately). What is most interesting about the figures for these IT 
functionality (either placed, or yet-to-be placed in the cloud) is that they do not correspond to the 
traditional narrative that certain IT functions are clearly suited to one or other of the cloud models 
(in-house, public or private cloud). There are undoubtedly other considerations at play. These 
are likely to include the investment made by end-users in existing hardware and a consequent 
reluctance to make a wholesale migration to the cloud; or the need for support from providers to 
make the migration, due to a lack of internal expertise.

It is clear that different organisations place different values upon migrating IT functions to a private 
or public cloud, or indeed of keeping them in-house. Each organisation must make this decision 
for itself, based on its own particular business or operational needs. While there is a lack of 
consensus about where to host different IT functions, the rise in hybrid cloud adoption suggests 
that organisations increasingly see the benefits of separating their IT estate between public, 
private and in-house environments – in spite of the management complexity that such a model 
invariably entails.
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3. Security concerns

Key findings:

● Third party access to data and migration are end-users’ top security concerns.

● Lack of control over technical issues and hacking are also major concerns.

● Only one in ten believes cloud an “unproven technology”.

In the 2011 research, when asked which risk factors are most important when considering cloud 
services, the majority of respondents indicated that the main risk was security (85 per cent), with 
data privacy also a key concern (72 per cent).

Given the importance placed last year by end-users on security when considering a move to cloud 
services, this year’s research explored specific security concerns in greater depth. It found that the 
most common worry identified by two thirds (66 per cent) of respondents is over third party access 
to data and potential issues in data migration. The second biggest concern is technical issues 
beyond the user’s control (57 per cent); while 50 per cent worry that well-known cloud providers 
are targets for hackers.

What security concerns, if any, do you have about cloud computing?

Total

66%

57%

50%

48%

47%

45%

40%

37%

35%

10%

4%

2%

All respondents 

Third party access to data and potential issues in 
data migration

Technical issues outside our control

Well known cloud providers are targets for hackers

Exposure of confidential customer data

Data being stored in another country

Possible major security breach releasing our data to 
the general public

Lack of control over who has access to data

Lack of control on our access to data

Access to data and information by ex-employees 
whose access has not been appropriately disabled

Cloud is not a proven technology

Cloud is just marketing hype

Other (please specify)

45 per cent of respondents also cited security breaches resulting in the release of data as another 
key concern. This should not be surprising in a year that witnessed some high profile security 
breaches around the world. In a related statistic, data sovereignty was also identified as a key 
security concern, identified by 47 per cent.
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This compares with the 2011 research when existing users of cloud services were asked if they 
were confident that they knew which country their data was stored in. Almost three quarters 
(72 per cent) said that they were confident that they knew where their data was stored. When 
compared with the two thirds (67 per cent) of respondents who identified data sovereignty/data 
location as a security risk in 2011, it suggests that the issue is misunderstood by non-users 
rather than being a true barrier to adoption. This may also show that cloud providers are better at 
communicating the location of their data centres to their current users than to the market as  
a whole.

On a final positive note, the proportion of respondents saying that cloud computing is not a proven 
technology was low (only 10 per cent). Smaller still was the number of those who said that cloud 
was “just marketing hype” – only 4 per cent agreed.
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4. Conclusion

The cloud industry as a whole can be proud of the results of Claranet’s 2012 cloud adoption 
research. The traditional perception that cloud is unproven or overhyped and that it is inherently 
insecure, is now in the minority, and there is a clear trend towards greater trust in the cloud 
infrastructure model.

Although security worries still persist, not least on the perceived dangers of migrating to a cloud 
service, it is significant that a majority of respondents now view cloud computing as secure as,  
or more secure than, traditional IT infrastructure; and 2012 may well be seen as the year when 
the majority of IT decision-makers began to trust the cloud as a model for IT provision. The 
industry and individual providers should not, however, become complacent, and the challenge  
for 2013 will be to communicate how the specific security concerns identified by end-users are 
being addressed.

The growth in the uptake of public and hybrid models is also one of the key findings from this 
research, and one that seems most likely to be the result of greater trust in cloud services. What 
is equally significant from the research is the lack of consensus over the types of IT functions that 
are suitable for the various models of cloud infrastructure, whether it be public, private, in-house  
or hybrid. 

What is clear is that end-users have different reasons for placing parts of their IT infrastructure in 
the cloud, and different opinions on whether these functions are better suited to public, private or 
in-house models – or a mixture of all three. The separation of IT functions between these different 
environments brings an extra management challenge to IT departments however, and it is vital 
that their service providers are able to support their customers’ model, and to manage the security 
of the connections between them. Cloud service providers should accept that there is no “one-
size-fits-all” approach to cloud computing, and that they must meet their customers’ needs and 
requirements with a flexible and collaborative approach.

To a large degree, this will involve greater use of hybrid models, where end-users keep certain 
data and applications in a private cloud and other parts of their IT in a public cloud. The growth in 
the adoption of hybrid cloud identified in this year’s research indicates that the industry is already 
beginning to move in that direction. If cloud service providers continue to address concerns about 
security in the cloud, particularly during the migratory period, and to work collaboratively with their 
customers to provide services tailored to their specific business needs, we can expect to see 
further strong growth in cloud adoption during 2013.
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About Claranet 

Claranet is a managed services provider with experience in providing managed 
IT infrastructure services since 1996. We provide network and hosting services 
for our customers, enabling them to focus on their core business and not on 
day-to-day IT management. The Claranet Group comprises 16 offices, 19 data 
centres, and over 700 staff.

Our international MPLS core network enables high service levels across 6 
European countries. We operate 24-hour network operating centres covering 
all countries. Claranet is carrier neutral, and has a proven track record for 
delivering services. 

Claranet’s client base ranges from SMEs to well-known corporate clients, 
including Airbus, Channel 5, Amnesty International, the De Vere Group and The 
Football Association. Claranet is ISO9001 and PCI-DSS accredited, part of the 
Catalyst (OGC) and ITIL Frameworks schemes, and has VMware Enterprise 
Partner and Microsoft Gold Certified Partner status.


